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Creating threads:

#include <pthread.h>

int pthread_create(pthread_t *thread,

const pthread_attr_t *attr,

void *(*start_routine) (void *),

void *arg);

Link with -lpthread

This looks ugly, but is quite simple in practice: it creates a new
thread running the function start routine on the argument
arg
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It returns a thread identifier in argument thread. This can be
used to do things to the thread

attr is a thread attribute: you probably will never need more
than the default (NULL), but occasionally you might (stack size;
detached thread)

The start routine names a function of one argument that
the thread will start executing when it begins running

The arg is the argument passed to the function (a pointer)
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Roughly:

void *hello(void *n)

{

printf("hello %d\n", *(int*)n);

return n;

}

int main(void)

{

int m;

pthread_t thr;

m = 1;

// should check return value from create ...

pthread_create(&thr, NULL, hello, (void*)&m);

...

}
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This makes a new thread that runs separately from the main
thread

Possibly simultaneously with the main thread, depending on the
number of cores and the OS’s scheduling

It runs the function hello with argument a pointer to m

It does this concurrently with the main function, which
continues to run

The start function will generally call lots of other functions
to perform whatever the thread needs to do

Ugly type casting is common in C
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Aside

This also works on uniprocessor systems: the threads are
scheduled in a similar way to processes

You can debug a concurrent program on a sequential machine,
but it may not exhibit some of the more subtle race conditions
or deadlocks as the threads won’t truly be running in parallel
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You can make more threads than there are cores: for example,
run 10 threads on a 4 core machine

And the OS will schedule between the threads

A thread that is blocked (e.g., waiting on a lock or a semaphore)
typically would not be scheduled, so it uses no CPU cycles

The question remains whether that is worth it or not to have
more threads than cores, as both creating threads and OS
scheduling eats up CPU time

A common error is to create hundreds of threads and then
wonder why everything is running slowly

Threads create concurrency, not parallelism
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can sometimes be a good approach, even if you are not
concerned with parallelism

For example, have a GUI running on one thread and the
computation it controls on another thread

Called structure by process
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More realistically we type cast in the create:

void hello(int *n)

{

printf("hello %d\n", *n);

}

int main(void)

{

int m;

pthread_t thr;

m = 1;

pthread_create(&thr, NULL, (void*(*)(void*))hello, (void*)&m);

...

}
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How about two new threads?

void hello(int *n)

{

printf("hello %d\n", *n);

}

int main(void)

{

int m;

pthread_t thr1, thr2;

m = 1;

pthread_create(&thr1, NULL, (void*(*)(void*))hello, (void*)&m);

m = 2;

pthread_create(&thr2, NULL, (void*(*)(void*))hello, (void*)&m);

...

}
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This creates two threads, both running the same code, namely
hello, but on separate threads. Each thread has its own stack,
thus its own copy of n

Unfortunately, it is buggy code!

As usual, it may appear to run correctly several times, printing
"hello 1" and "hello 2" (in either order!)

But sometimes it prints "hello 2" and "hello 2"
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This is another case of sequential assumptions not following
into parallel code: another race condition

It looks like we update m in between the two new threads

But the new threads are in parallel, running asynchronously
with the main thread
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creates 1 1 starts running

reads m=1

updates m prints 1

creates 2 2 starts running

reads m=2

prints 2
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updates m 1 starts running

creates 2 reads m=2 2 starts running

prints 2 reads m=2

prints 2

If thread 1 starts running slightly later

In fact, this is quite likely, as creating a new thread takes a fair
amount of time
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There are three threads in the program: the two running hello
and the one running main

The threads are sharing the variable m (via the pointers), so the
behaviour of the program is dependent on what order the
threads happen to access m. This is again bad programming, a
data race

Be very careful about the values you pass into the thread
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We can fix that race by not sharing:

void hello(int *n)

{

printf("hello %d\n", *n);

}

int main(void)

{

int m1, m2;

pthread_t thr1, thr2;

m1 = 1;

pthread_create(&thr1, NULL, (void*(*)(void*))hello, (void*)&m1);

m2 = 2;

pthread_create(&thr2, NULL, (void*(*)(void*))hello, (void*)&m2);

return 0;

}
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But now we (still) have another race condition, which
fortunately is is easier to spot

We might see both hellos, but more likely is we will see nothing
at all

Again, the main thread continues to run and might return
before the new threads have had chance to get started

In C, when the main function returns the whole process exits,
and all of the threads are terminated, possibly before they have
had chance to print
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To fix this the initial thread should wait for the other threads to
finish

int pthread_join(pthread_t thread, void **retval);

This blocks the calling thread until the named thread exits

This is the main use of the thread identifiers: joining threads
(waiting for threads to finish)

A thread can end by returning from its initial function or by
calling pthread exit(void *retval);
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The thread can return a value, which is a pointer. This will be
copied into where retval in pthread join points

Use NULL if you don’t need a return value

Be careful not to return a pointer to something on the stack of
the exiting thread!

Any thread can wait for any other thread to terminate, as long
as it knows the thread’s id (the pthread t)
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int main(void)

{

int m1, m2;

pthread_t thr1, thr2;

m1 = 1;

pthread_create(&thr1, NULL, (void*(*)(void*))hello, (void*)&m1);

m2 = 2;

pthread_create(&thr2, NULL, (void*(*)(void*))hello, (void*)&m2);

pthread_join(thr1, NULL);

pthread_join(thr2, NULL);

return 0;

}
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• If any thread calls exit() anywhere, the entire process
dies

• if any thread calls pthread exit() anywhere, that thread
dies

• if any thread returns from its initial function, that thread dies
• there is no hierarchy of threads, all threads are equal and

independent once created

The only thing to watch out for is the thread running main,
because in C the main() function has an implicit exit() after
its end. So if it finishes, the entire process subsequently dies
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Exercise Think about what coding would be needed if we
wanted always to get hello 1 printed first and hello 2
second

Exercise Then generalise to n threads
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Advanced Exercise The following code might cause a
segmentation violation. Why?

int main(void)

{

int m1, m2;

pthread_t thr1, thr2;

m1 = 1;

pthread_create(&thr1, NULL, (void*(*)(void*))hello, (void*)&m1);

m2 = 2;

pthread_create(&thr2, NULL, (void*(*)(void*))hello, (void*)&m2);

return 0;

}
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Threads

It’s not just C that invites these kinds of racy bugs, but they are
common to all library-based parallelisms used in sequential
languages

And to sequential-trained programmers

There is nothing in the C language itself to stop parallel
stupidities as it was designed as a sequential language

As were many other languages in popular use today
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Semaphores, locks, barriers, etc., and even threads are likened
to assembler: low-level, fast, fine control, but very likely to
encourage buggy programs

While many programmers are happy using them, others need
higher level solutions

These come in many forms
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Concurrency control can be supported in a high-level language
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• added in to an existing language, in library support. We
have seen some of this already: the POSIX examples

• fudged into the syntax of an existing language
• part of the initial design of a new language

We shall be looking at all of these approaches
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There is a lot of sequential code out there that people would
like to run faster on parallel hardware

While there is a lot of effort being put into automatic analysis of
code to discover and exploit parallelism, the results are
sporadic

Functional languages offer a decent hope here, but not much
code is functional style

So code needs to be rewritten to make best advantage of
parallelism

The hope (and economics) is we can take existing code using
an existing language and modify it



Concurrency Control
Higher Level

There is a lot of sequential code out there that people would
like to run faster on parallel hardware

While there is a lot of effort being put into automatic analysis of
code to discover and exploit parallelism, the results are
sporadic

Functional languages offer a decent hope here, but not much
code is functional style

So code needs to be rewritten to make best advantage of
parallelism

The hope (and economics) is we can take existing code using
an existing language and modify it



Concurrency Control
Higher Level

There is a lot of sequential code out there that people would
like to run faster on parallel hardware

While there is a lot of effort being put into automatic analysis of
code to discover and exploit parallelism, the results are
sporadic

Functional languages offer a decent hope here, but not much
code is functional style

So code needs to be rewritten to make best advantage of
parallelism

The hope (and economics) is we can take existing code using
an existing language and modify it



Concurrency Control
Higher Level

There is a lot of sequential code out there that people would
like to run faster on parallel hardware

While there is a lot of effort being put into automatic analysis of
code to discover and exploit parallelism, the results are
sporadic

Functional languages offer a decent hope here, but not much
code is functional style

So code needs to be rewritten to make best advantage of
parallelism

The hope (and economics) is we can take existing code using
an existing language and modify it



Concurrency Control
Higher Level

There is a lot of sequential code out there that people would
like to run faster on parallel hardware

While there is a lot of effort being put into automatic analysis of
code to discover and exploit parallelism, the results are
sporadic

Functional languages offer a decent hope here, but not much
code is functional style

So code needs to be rewritten to make best advantage of
parallelism

The hope (and economics) is we can take existing code using
an existing language and modify it



Concurrency Control
Libraries

It’s not a good way of doing things, but rewriting from scratch is
just too expensive

Of course, new projects ought to be written with parallelism in
mind from their start

Also, there are lots of programmers with extensive expertise in
languages like C, Java and C++ — meaning such programmers
are cheaper to employ

So we are led to the approach of taking, say C, and adding
parallelism to it

The easiest way is to leave the language itself untouched, just
adding a library of functions that do parallelism
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Compiler Reordering

Given code

y = 2;

x = z;

x += y; // need to wait for z before we can do this

The compiler might spot it can start loading z earlier, so there is
less of a wait before it can do the increment:

x = z;

y = 2;

x += y;

The effect is the same, but it goes a little faster. The compiler in
effect rewrites your code
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This could break things. Consider

A B

while (cont == 0) {/* nothing */} x = 42;

print x; cont = 1;

where the intent was to have thread A to wait for thread B to set
the cont flag before continuing to print 42

A compiler only seeing the code for B may conclude that the
variables cont and x are independent and so (perhaps for
whatever reason) it can rearrange the code as

cont = 1;

x = 42;
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Similarly for A: it is possible that the read of x can done before
the loop

Note: never write code like this in the hope that it might work: it
is simply buggy code! Use a semaphore or equivalent

The problem is that there is a hidden relationship between the
variables x and cont that is in the mind of the programmer, but
is not expressed in the code
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Example. Consider the code:

int a = 0;

int b = 0;

A B

a = 42; b = 42;

printf("%d\n", b); printf("%d\n", a);

Explain how it might print 0 twice, even though it appears we
always print after an update


