Algorithms
without a computer
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What is an algorithm?
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What is an algorithm?
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What is an algorithm?
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mput integer n

Sequence of , Sequem:::e of ;
: operaﬁwhs ‘ ' Qpera&c:-ms

“yes” 4 n is divisible by 37
OuEF’uE "no” otherwise
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What is an algorithm?
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n is divisible by 37
i} there exists an inteqger I '
such that |
= 37 x ke :
L =37+ ...+ 37 (ktimes) |

integer n

Sequence ot

RN ———peations
To see whether n is divisible by 37, we can: T
|

subtract 37 from ik several times unkil whak |
remains is less than 37, and Llook at what ’
remains: s divisible bv 37
- if nothing remains, then "yes ' obherwise
- otherwise, "o’ (h = 37 + ...




T L‘k & i. S 0 T' L& l'\ m b LV’ ;:i S 7

Algom%hm Div37(n): Name of E[:x@. &Lgari&km
h&urx = A QMd LMPME(S>

While aux is at least 37 do:
aux <— aux—37

i«“‘f aux = © thewn:
remrm 'yes”
else:
; returi “no”
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Aoriton vz, ¥ Name of the aloort
W and LMPME(S)

While aux is at least 37 do:
| aux <~ aux—37

i aux = © %kew ey

else:
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Alaor&hm Div37(n): Name O’”f the “1'90”&!"“"
o and LMPL&(s)

e

While aux is at least 37 do: Only use basic operations:

auUx <~ aux—37 :
basic caleulus: + - x

- kesks: “aux s ab leask 377

| wf aux = O &kéw g

re &Mrﬂ i v@.s “aux=0"

else:
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Algorithm Div37(n): praTn 0&&&@. gtgari%m
W an LMPME(S>

y

While aux is at least 37 do: |

creates a mMermory cell

and F?u,%s the value wn Lk

f aux = © then:

reburia ye % G talkkes the current value in

the cell “aux” removes 37
from ik and places this

else:

reburin o’

- ew value i Vaux”,

b
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jﬁ Algor tbhm Div37(n): | Nam@.&t\&w: Pzt?gmwm
L

e

aux <~

/

While aux is at least 37 c&o»* \
5 aux <= aux-37

1f the “test” is brue then
execute “action 17, otherwise
execubte “action 27,
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jﬁ Algor tbhm Div37(n): | Nam@.&t\&w: Pzt?gmwm
L

=

aux <~

/

While aux ts at least 37 cw* \
5 aux <— aux—37

1+ If “test” is true then
execule “action” and dol 1

f aux = © then: |

T v@.s w \
agaiin,

2- If “test” is false, then

execube “next thskruckion”.

Q

else:
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( E‘fxa&u&e Aigo»m%km ‘BwE‘?(llZ)

Algorithm Div37(n):
aux <=

While aux is ot least 37 do:
aux <— aux—37

U aux = © %kew
re%ucrm 'yes”
else:
* reburin “no”
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: E‘fxa&u&e Aigo»m%km ‘BwE‘?(llZ)
Algorithm Div37(n): o

awx <=

While aux is ot least 37 do:
aux <— aux—37

if aux = © %kew
re%ucrm 3@5
else:
| r@-&urm ‘SMQ”
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E‘fxa&u&e Aigo»m%km ‘BwE‘?(llZ)

Alqorithm Div37(n): f
AUuxX <~ W *

=

While aux is at least 37 do: 1
: aux <~ aux—37

U aux = © %kew
re&uw\ v@;s
else:
; returia “ne”
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( E‘fxa&u&e Aigo»m%km ‘BwE‘?(llZ)

Alqorithm Diva7(n):
AUX <~ W

=

While aux is at least 37 do: 1
: aux <~ aux—37

4 aux =
returia’ v@_s"

rebturn “no”




“omplexit Llgorith
Complexity oT Al aLgoritim

Alqorithm Diva7(n): How e&{&cagm& is Ehis
B! algorithm?
AuxX <=

| : : One possible measure is the
While aux is at least 37 do: | “complexity” = number of

aux <= aux-—s7 * etemem&arfj Ofoﬁraﬁoms
(+, =, x, assignations, tests).

U aux = © then:
returin “v@.s”

The &ompiexi%v LS a
function of the EMFME

else:
* returin ‘o’




_Complexity of an algorithm

_ E‘fxa&u&e Aigo»m%km ‘Bw@‘?(llZ)
Algorithm Div37(n): f

aux <~

While aux is at least 37 do: 1
aux <= aux—37

U aux = © %kew
re%uarm ves
else:
| reéurm ‘SMO”




_Complexity of an algorithm

_ E‘fxa&u&e Aigo»m%km ‘Bw@‘?(m)
Algorithm Div37(n): f

aux <~

While aux is at least 37 do: 1
aux <= aux—37

U aux = © %kew
re%uarm ves
else:
| reéurm ‘SMO”




1- Write the algorithm Divii(n) thak outputs "yes” U n is
divisible bj 11 and "no” otherwise. What is the complexity of
Div11(n)?

2= Did you khow that a number is divisible bv 11 if and
only if the alternating sum of its digits is divisible by 117
For example, 418627 is not divisible by 11 because 4-1+5-2+7
= 13, but 50457 is divisible by 11 because §-0+4-6+7 = 11,

Knowing this, checlk whether 148 379 is divisible bj 11, How
mainy etemem%arj Qp@.ra&mms have you execubted? How many
would Divll(14§ 379) would execule to qet the same
answer?
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Write an algorithm Divin, k) that takes as an input two
integers n and k and gives the result of the division of n
by i and its remainder term.

For example,
@ Divl ,5§ gives (32) as an output because 17 = 3 x § + 2,
® Div(3,5) gives (0,3) because 3 =0 x § + 3

® DiV(1¥,3) gives (6,0) because =6X 3480

What is the complexity of this algorithm as a function of n
and k?
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Find ing the minimum

o =8 s W né n7
23

Wi <~ 12
dex <~ 1

Min7(nl,... n7):
miLi <~ il

index <- 1

For L = 2 to 7 do:

4 ni < min then:
WL <~ L
ndex <

returin min and index
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Bi I Bai

Wi <~ 12
ndex <~ 1

(L = 2)

Min7(nl,... n7):
it <~ il

index <- 1

For L = 2 to 7 do:

4 ni < min then:
ML <~ L
ndex <

returin min and index
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Bi I Bai

WA <~ 12
dex <~ 1

(L = 3)

Min7(nl,... n7):
it <~ il
index <- 1
For L = 2 ko 7 do:
4 ni < min then:
ML <~ L
undex <~ L
returin min and index



Finding the minimum

Bi ﬂ Bai

Wit <= ¥
index <~ 3

(L = 3)

Min7(nl,... n7):
it <~ il
index <- 1
For L = 2 ko 7 do:
4 ni < min then:
ML <~ L
undex <~ L
returin min and index
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Min7(nl,... n7):
M <~ il M <= ?

inchex a1 dex <~ 3
For i = 2 to 7 do: (L =4) =58
U i < min then:
WL <~ L
index <=
returin min and index




Finding the mininmum

o =8 s W né n7
23

Min7(nl,...n7):
i <~ il
index <— 1
For L = 2 ko 7 Ao
4 ni < min then:
WL <~ L
index <=
returin min and index

9 0

WAL <~ 3
dex ¢<- 8§

(L=8)(i=¢6){L=7)




_ .. g & & M &
Findina Ehe mininum
S

200084

Min7(nl,... n7): The « of this

min <= nl +1 alqorithm is ok most:
dex <— 1 +1 |

For L = 2 to 7 do:
if ni < min then: +1§
i <= i +1

idex <= L+1
returin min and index

2+EXE = x3-1 = 20

(Finding the mininum out
of a Llist of n integers would
have &ompiexé%v 277)
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200084

Min7(nl,... n7): The &omptex&j of this

LG < S alqgorithm is:
index <- 1 +1 |

For L = 2 to 7 do:
if ni < min then: +1§
i <= i +1

idex <= L+1
returin min and index

2+EXE = x3-1 = 20

(Finding the mininum out
of a Llist of n integers would
have complexity 3xin-1)
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electSort

a[1] al2] a[3] a[4] a[5] a[6] a[7] al8] al9]

' - - ™ =
)

TN 1113



https://www.youtube.com/watch?v=Ns4TPTC8whw
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the 7 thtegers
sorted i
increasing order

7 integers —  Sort7

Sorkt7(al,...,n7):

For L = 1 bo 7 do:
min, k <= Min(ni,..., n7)
L <=> ik

reburin (nl,...,n7)



~ Sorting a List of numbers

the 7 thtegers
sorted in
increasing order

501‘%7(&\1 ,...,Mf?): To sort wn E‘MEQ:S@-T‘S:
For L= 1 ko 7 do: complexiby cst x 1 x

min, k <= Mn(ni,..., n7) + 3
i <> ik (“exchange ni and nk”)  +1
reburin (W1,...,n7)




Sorting a Lisk of numbers

This algorithm is called

SelectSort

Sorting is used every dav (Ehinie of big datal): people have
worked a Lok on writing efficient algorithms for it.

One of the best alqorithms is QuickSort, for which it is best to
first shuffle your List of integers ot random!
(ko avoid rare bad aowfigmr&%mms)
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Messaqe Encrypted message

‘Pr Eﬁ\/&% e e j

Encrypted message Message

RSA stands for Rivest-Shamir-Adleman (invented the
algorithm in 197%)

Clifford Cox (GCHQ) developed a similar algorithm
in 1973 (declassified in 1997
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Messaqe Encrypted message

Tr ivabe ke j

EM&er?Eeci messaqge
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Lg@. prime numbers
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Lg@. prime numbers



Prime number - a number bhal is only divisible bv
E;%sebf and 1, e 2, 3800 T ...

Every number can be written as a product of its
prime factors, e.q.

4.0 38 To crack RSA, need
Vi e a factorisation
10 4 7 s algorithm that finds

Ao N TN factors of big numbers
51 R E e 36=7%x8 qmcwtv

G-O=E%x2XLXR
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Atgor&km &va&c)r(m)
aux <= 2
While aux is less than wn do:
| :ff "Dw(&»\,aux)“jes thewn:
reburin aux
else:
auwx <= aux + 1
1 aux=n then:
| returi " is prime”




P&ﬁEOrLS&&LOM atgom%km

Atgor&km &vaﬁ%ar(m)
aux <= 2
While aux is less than n do:
| uf "Dw(&»\,au,x)..ajes thew:
returi aux
else:
aux <— aux + 1
1 aux=n then:
returia " is Pr&me"




P&ﬁEOrLS&&LOM atgom%km

Atgor&km &vaﬁ%ar(m)
aux <= 2
While aux is less than n do:
| uf "Dw(&»\,au,x)..ajes thew:
returi aux
else:
aux <— aux + 1
1 aux=n then:
returia " is Pr&me"




P&ﬁEOrLS&&LOM atgom%km

Atgor&km &vaﬁ%ar(m)
aux <= 2
While aux is less than n do:
| uf "Dw(&»\,au,x)..ajes thew:
returi aux
else:
aux <— aux + 1
1 aux=n then:
returia " is Pr&me"




P&ﬁEOrLS&&LOM atgom%km

Atgor&km &vaﬁ%ar(m)
aux <= 2
While aux is less than n do:
| uf "Dw(&»\,au,x)..ajes thew:
returi aux
else:
aux <— aux + 1
1 aux=n then:
returia " is Pr&me"




P&ﬁEOrLS&&LOM atgom%km

Atgor&km &vaﬁ%ar(m)
aux <= 2
While aux is less than n do:
| uf "Dw(&»\,au,x)..ajes thew:
returi aux
else:
aux <— aux + 1
1 aux=n then:
returia " is Pr&me"




&vaﬁﬁomso&mm atgomﬁkm

ALSONWW‘ *"&"‘3&01’(“> Executbe Pa&%ur(lﬁ)
aux <= 2 o
While aux is less than n do: o

i "Dw(&»\,&u,x)“jes thewn: ;
reburin aux 3
else: Rebturn 3
auwx <= aux + 1
1 aux=n then:
reburi " s prime”



&vaﬁﬁomso&mm atgomﬁkm

ALSONWW‘ *"&"‘3&01’(“> Execube PQ&&OY(ﬁ)
aux <= 2 o
While aux is less than n do: o

Lt "DW(M,&ux)..njes thewn: &
reburin aux 3

QLSQ. 4

aux <= aux + 1 p

1 aux=n then:
returin " is er&me” Reburi " is pr&me”



waaﬁomsaﬁmm algom%km

Atgar&km t»at’:%ar(v\)

(While aux is less bhan n do:
| i Divinaux)zyes then:
returi aux
else:
aux <= aux + 1
I auxz=n then:
returi “n is prime”




waaﬁomsaﬁmm algom%km

Atgar&km t»at’:%ar(v\)

‘While aux is less than n do:
| i Divinaux)zyes then:
returi aux
else:
aux <= aux + 1
I auxz=n then:
returi “n is prime”




Paaﬁomsaﬁmm algom%km

w Atgar&km hat%or(v\)
aux <= 2
While aux is less than n do:
| i Divinaux)zyes then:
returin aux
else:
aux <= aux + 1
I auxz=n then:
returi “n is prime”

Can we malkee the
alqorithm faster?




R R)
o Y ’
.- '3
. ‘
v a0 g
VN
R
-
> L
Y h = e 5 - - @ NI e g v TN T = - - - . 7 R G~ - - - T 7 R G~ - - - T Y (e g © R G~ N g - 7 R G~ v Y s g 7 R G~ v Y S - 7 Gl st it
= D ” 7 = 0% O - 2 R O3 R By W PR APWOR PRSI N3 3 78 B N TR O ORI I ear T O3 T8 B B RO O PO R PR - PG o e - B =2 o3 V3 G B W PR O IO R PR3 V3 TG B W PRGOS O R R V3 TG B W P ORE O O B N T V3 TG WY W PR

When RSA is used, the public key is n = p x g where
p and g are 204¥-bit prime numbers,

This means that p and q are abouk
R204% = 2% x (10204

210 = 1024 ~ 1000 = 103
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When RSA is used, the public key is n = p x g where
p and g are 204¥-bit prime numbers,

This means that p and q are abouk
R204% = 2% x (10204 v 286 x (103)Re4 x 10614

210 = 1024 ~ 1000 = 103
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When RSA is used, the public key is n = p x g where
p and g are 204¥-bit prime numbers,

This means that p and q are abouk
R204% = 2% x (10204 v 286 x (103)Re4 x 10614
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When RSA is used, the public key is n = p x g where
p and g are 204¥-bit prime numbers,

This means that p and q are about

R204% = 2% x (10204 v 286 x (103)Re4 x 10614

... which is a VERY big number.

Our factorisation algorithm would take a very very
long time ko find p and q.

But there is an algorithm which could (in %keorg) be
wuch faster.



Shor’s algoribthm

Shor’s algorithm is a much faster algorithm for
factorising large numbers, but it needs a guantum
computer.

Conventional aampu&er: Quantum &ompuﬂer:
Bit ©corl Qubit © or 1 or a ‘mixture’

In our factorisation alqorithm, the complexity was
more thawn (FwZ) x 3.

In Shor’s algorithm, the complexity is
(Mumber of digits of p)? x (a constant).

If prlo6i4, this ts MUCH faster.



Shor’s algoribthm

So why s RSA still a safe way to send and receive
eh&rjpﬁe& messaqes?

The record for the larqest number factorised using
shor’s algorithm on a quantum computer is ...
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So why s RSA still a safe way to send and receive
eh&rjpﬁe& messaqes?

The record for the larqest number factorised using
shor’s algorithm on a quantum computer is 21.

In 2019, a team bried (and failed) to factorise 38
using Shor’s algorithm on an IBM quantum computer.



