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CyberSecurity

CyberSecurity failures abound: tens daily in the specialist
press, and every few weeks as mainstream news

! More frequently than train crashes, and much more than
aeroplane crashes

Many people affected: 148 million for Equifax [Blo18] and
probably more for the Starwood breach: [BBC18] states 500
million

The financial costs can be substantial: bankruptcy in the case
of American Medical Collection Agency [For19] and a
provisional £183M fine for British Airways [The19]

There are many reasons for CyberSecurity failures, and a given
failure may have many: [Uni18] “ identified four major factors
including identification, detection, segmenting of access to
databases, and data governance that allowed the attacker . . . ”

� Fundamentally, there was a bug [Len17] of a well-known kind,
easy to flag automatically
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Formal Methods: a range of ideas and tools

At one end, the use of a theorem-prover and associated tools
to prove formal statements about a program (“not crashing”,
“not deadlocking”, “maintaining certain invariants”) etc.

Similar, but proving certain faults (“buffer overflow” etc.)
can’t occur

Or proving statements about information flow (“taint
analysis”)

Down to simple syntactic tools

The safety-critical industry (trains, aeroplanes etc.) would not
dream of doing without these tools, and generally insists on the
formal proof of key properties
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But in CyberSecurity . . .

The Payment Card Industry [Pay18] has two relevant requirements.

6.5 Address common coding vulnerabilities in
software-development processes as follows:

Train developers at least annually in up-to-date secure coding
techniques, including how to avoid common coding
vulnerabilities;
Develop applications based on secure coding guidelines.

6.6 For public-facing web applications, address new threats and
vulnerabilities on an ongoing basis and ensure these
applications are protected against known attacks by either:

Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools
or methods, at least annually and after any changes;
Installing an automated technical solution that detects and
prevents web-based attacks in front of public-facing web
applications, to continually check all traffic.

Essentially, 6.6 admits that 6.5 isn’t sufficient, and 6.5 has no
tool/methodology requirement
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Surely people do better than [Pay18]?

Actually, one can ask if they do as well!

Equifax bought a product (Apache) with no such guarantees,
and didn’t check or update it

� 6.6 “prevents web-based attacks” is Turing-complete, so
we have is “prevents known web-based attacks”

50% “of security breaches are caused by coding errors”
[McG06]

Forever 21 breach caused by disregard of PCI requirements
[Pay18] — [Bis18], also Macy’s [Bla18]

Ticketmaster Failure to communicate requirements [Inb18]
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Of course, there are successes

1 Using technology (SPARK Ada subset) from the safety-critical
industry, there is a secure download system for embedded
systems [Cha18]

. . . Can anyone name another one?

� It is depressing that what is billed as “set up a trustworthy,
self-improving and resilient digital environment that can thrive
in the face of unanticipated threats, and earn the trust people
place in it” [Roy16] has only one mention of formal methods:
“The application of formal methods to safety critical
applications”.

Maybe our goals are too high?
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Some major developers are moving

and placing confidence in the use of verification tools as well as
conventional testing.

AWS (Amazon Web Services) [Vog19]: “Zelkova does this
[alerting customers] by using automated reasoning to
analyze policies”; “Tiros maps the connections
between network mechanisms”.

+ Very interesting, proof about configurations

Google [SAE+18]: “Many of the static analysis tools
deployed at the scale of Googles two-billion-line
codebase are relatively simple”

Facebook [DFLO19] “Infer targets our mobile apps as well as
our backend C++ code”; “Zoncolan targets the
100-million lines of Hack code”
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Why is CyberSecurity different?

The answer perhaps lies in the fact the security is seen, even by
developers, as an optional extra [TV19]

“security is not currently seen as part of working software, it
only costs extra time and it doesn’t provide functionality”
[vdHBS18]

This is most evident in the “Agile” mindset: attackers don’t write
user stories.

� Is the education process partly to blame [CDIP19]?

! Teachers rarely have the time to do the detailed code reviews
that would reveal security problems (where relevant)

? And is the ratio of programming assignments that involve
security at all like the real-life ratio?
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So the users are different

Or, at least, more sensitive

Google “Our most important insight is that careful developer
workflow integration is key for static analysis tool
adoption” [SAE+18]

Facebook Switching Infer from batch mode to operating at diff
time moved the fix rate from 0% to 70%

+ essentially by avoiding a context switch

! in the programmer’s brain

This is known in safety-critical contexts: [BS12] shows how
incremental verification can take “time for a coffee”, rather than
overnight, and this is key to productivity
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The scale is certainly different

Safety [BS12] had programs from 100k–1M lines.

results in less than 5 minutes

Google 2G lines of code.

� Google does not have infrastructure support to run
interprocedural or whole-program analysis at Google
scale.

Facebook “over 100M lines of Hack code, which Zoncolan can
process in less than 30 minutes.” “We have 10s of
millions of both mobile code and backend C++
code”

“Infer processes the code modifications quickly
(average 15 minutes)”
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Conclusions

There is room for even “trivial” tools to improve security code

The scale issues are challenging, but recent progress is very
encouraging

For a variety of reasons, current programming languages are
not well-suited to accuracy: Google’s “Zero Day” project
reports [Goo19] that 68% of zero-day exploits were caused by
memory corruption errors, and Microsoft report a very similar
story [Tho19].

� Many web pages are JavaScript, with very non-local
semantics, and much inclusion of third-party code [ZML+19],
which leads to many attacks.

?? Should the CyberSecurity industry be starting from here?
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