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4.1. Introduction

In this chapter, we introduce and develop the concept of “digital crowding.”
Traditionally, crowding has been conceptualized as excessive social contact or in-
sufficient personal space (Altman, 1975). Under these circumstances, not only do
people show signs of stress, but they also engage in a number of techniques to es-
cape excessive social contact (Baum & Valins, 1977). For instance, studies of stu-
dents in shared, crowded spaces find that they spend more time in their bedrooms
than in social spaces, are more likely to seek friendships outside of the crowded
area, and even sit further away from strangers in waiting rooms (Baum & Valins,
1977). We argue that while much of the discussion of privacy and technology has
focused on information flow and leakage, it has ignored the interactive, interper-
sonal impact of new technology. In this chapter, we begin by examining the key
issues raised by technology for privacy. We then discuss earlier, non-technology
focused theories that cover interpersonal aspects of privacy. Finally, we examine
some ways in which technology might impact on interpersonal privacy, with a
specific focus on social network sites.

4.2. Privacy, Technology, and Digital Crowding

Concerns about the privacy impact of new technologies are nothing new. Back
in 1996, Schatz Byford argued that, “at no time have privacy issues taken on
greater significance than in recent years, as technological developments have led
to the emergence of an ‘information society’ capable of gathering, storing and dis-
seminating increasing amounts of data about individuals” (Schatz Byford, 1996, p.
1). In the UK, 11 million children’s details have become accessible to the scrutiny
of 390,000 trained professions (BBC News, 2009a); workplace surveillance is an



established practice (BBC News, 2003; Joinson & Whitty, 2008); and social net-
work sites (SNSs) are thriving on users’ willingness to disclose and consume per-
sonal information (Joinson, 2008) while at the same time they provide users with
mixed mechanisms for privacy protection (Bonneau & Preibusch, 2009). Recent
developments to increase the personalization of website experiences also pose a
problem, with customers who value informational transparency being the least
likely to accept personalization and profiling (Awad & Krishnan, 2006).

We are increasingly building Internet services that elicit ever more detailed dis-
closure from individuals. One driver of this is the move towards more socialized
use of technology. For instance, most SNSs cease to function as intended if people
do not disclose information about themselves in the form of profiles, photographs,
status updates, or tweets and, increasingly, their location (e.g., Burke, Marlow, &
Lento, 2009). The most popular SNS, Facebook, has a strict “real name” policy,
meaning that this disclosure is usually connected to a non-anonymous individual
who relies only on the privacy settings of the site (and the trustworthiness of the
organization behind the site) to protect their privacy. This move towards increased
sharing—termed “radical transparency” —led Facebook founder Mark Zuckerberg
to claim in 2010 that privacy is no longer a “social norm” (BCS, 2010). This ideo-
logical position is based on two key assumptions—firstly, that openness and
transparency is a positive force in society, and secondly, that openness is generally
beneficial in interpersonal relations. Facebook has 10 “principles” that outline this
ideology —the first being “people should have the freedom to share whatever in-
formation they want, in any medium and any format” (Facebook, 2011). Other
principles expound the importance of “the freedom to access all of the information
made available to them by others,” and, “the freedom to build trust and reputa-
tion through their identity and connections.” However, this identity must be “re-
al”—the terms and conditions of Facebook (Oct 2010 version) stipulate that users
“will not provide any false personal information on Facebook” (Facebook, 2010).
Indeed, Facebook already prevents users from creating usernames with “Fake” in
the name, and employs algorithms to attempt to distinguish “real” from “fake”
users (Breyer & Zuckerberg, 2005). This creeping transparency is not limited
within Facebook—the use of Facebook Connect as an identity management
system that allows users to log onto other sites using their Facebook credentials
further increases the spread of personal, identifiable information across the Inter-
net.

The privacy issues raised by SNS use are well documented (e.g., Bonneau &
Preibusch, 2009; Christofides, Muise, & Desmarais, 2009). Users post personal,
identifiable information on their own and other’s profiles (Christofides, et al.,
2009; Young & Quan-Haase, 2009). They post, share, and tag photographs of
themselves and others (Binder, Howes, & Sutcliffe, 2009; Gross & Acquisti,
2005; Nov & Wattal, 2009), update their status with inappropriate information
(BBC News, 2009b), boast about illegal activity (BBC News, 2010), and openly
discuss their personal relationships on “walls” (a semi-public forum) (Houghton &
Joinson, 2010). Such information revelation can be detrimental to the user or can



implicate others (Acquisti & Gross, 2006, 2009; Christofides, et al., 2009), and is
often based on optional self-disclosure and encouraged by site settings (Acquisti
& Gross, 2006; Bonneau & Preibusch, 2009; Burke, et al., 2009; Nov & Wattal,
2009).

It is not just self-disclosed information that puts users under threat but the visi-
ble communications linked to them by “friends.” This co-creation of users’ pro-
files is carried out through actions such as wall posts, comments, and the tagging
of photos or location. Arguably these activities may be thought to pose a greater
risk than disclosure by users themselves, for the reason that concerns over privacy
and possible harms may not be fully internalized by other users within the deci-
sion to disseminate information (e.g., Houghton & Joinson, 2010). Protection from
this can be offered through site privacy settings, which allow users control over
who and what can contribute to their online image, although these are often too
simple or too complex (Bonneau & Preibusch, 2009).

However, threats originate not only from users’ and their friends’ posting of in-
formation but from outside access. While a user can be careful and deliberate in
what information they post, outside access can also result in privacy violations and
personal harm. The use of unsecured login connections by SNSs may allow third
parties easy access to account information (Gross & Acquisti, 2005). The default
settings of SNSs allow profile pictures, demographic data, and network groupings
to be visible to anybody with an Internet connection. The seemingly benign in-
formational aspects that users share about their lives, such as contact information
(including mobile phone numbers and e-mail addresses), hometown, sexual and
political preferences, date of birth, and partner’s name, can be mined, stored, and
abused (Acquisti & Gross, 2006, 2009; Acquisti & Grossklags, 2004;
Christofides, et al., 2009; Govani & Pashley, 2005; Gross & Acquisti, 2005; Nov
& Wattal, 2009; Tufekci, 2008; Young & Quan-Haase, 2009). This can result in
phishing, information leakage, social security fraud, identity fraud, and both on-
line and offline stalking (Acquisti & Gross, 2009; Gross & Acquisti, 2005; Hasib,
2009; Westlake, 2008).

Not all privacy threats on SNSs come from loss of information privacy or con-
trol over personal information—they may also come from excessive social con-
tact, or digital crowding. We argue that the evolution of SNSs has led to a situa-
tion akin to offline crowding where inability to control interaction, in particular
the boundaries between self, small intimate groups, and the public audience, leads
to deleterious consequences both for the individual concerned and for the quality
of social relations between people. Our argument is based on an analysis of the na-
ture and role of self-disclosure and privacy maintenance in social interaction, and
the ways in which SNSs disrupt established practices. Specifically, we argue that
SNSs may create digital crowding in three main ways:

1) By disrupting the dynamic nature of boundary regulation as so-
cial interaction progresses, through the use of discrete pri-
vacy settings and preferences.



2) By providing multiple audiences, with limited or overly compli-
cated methods to control sharing within set boundaries.
3) By encouraging unfettered sharing of personal information that

intrudes upon other users.

In the following section, we discuss the nature of self-disclosure, its role in re-
lationships, and its links to privacy theory.

4.3. Self-Disclosure, Relationships, and Privacy Theory

Self-disclosure has been defined as “the process of making the self known to
other persons” (Jourard & Lasakow, 1958, p. 91). This results in the sharing of
knowledge between pairs of individuals, individuals within groups, or between an
individual and an organization (Joinson & Paine, 2007; Petronio, 2002). The no-
tion of simply “disclosing more” must appreciate the duality of self-disclosure that
can be measured along two dimensions, breadth and depth (Spiekermann,
Grossklags, & Berendt, 2001). Breadth is related to the quantity of information,
and depth to the quality (Spiekermann, et al., 2001). Depth can range from bio-
graphic information to deeper aspects such as revelations of trust violations or
one’s sexual fantasies (Joinson & Paine, 2007). Altman & Taylor (1973) suggest a
penetrative, “layered” model of disclosure, akin to an onion. The core layer con-
tains fewer, but deeper, aspects of personality. Towards the peripheral layers of
the model are an increasing number of personality aspects, although somewhat
shallower. For example, being empathetic would be a core personality construct,
whereas types of clothing and basic interaction with others are towards the periph-
eral layers (Altman & Taylor, 1973). Breadth varies along two planes, frequency
and category. Category refers to the number of elements within each layer and
frequency refers to their occurrence (Altman & Taylor, 1973).

Self-disclosure is critical to the development and maintenance of relationships.
Uncertainty reduction theory (URT) (Berger, 1979; Berger & Calabrese, 1975)
posits that greater knowledge of others is associated with greater liking, and un-
certainty has been linked to relationship problems (Knobloch, 2007). In a meta-
analysis of liking and self-disclosure, Collins and Miller (1994) report three dis-
tinct self-disclosure effects: 1) people who disclose are liked more, 2) people dis-
close more to those they like, and 3) people like those to whom they have previ-
ously disclosed. Open disclosure has consistently been related to marital
satisfaction and feelings of love (e.g., Hendrick, 1981; Rubin, Hill, Peplau, &
Dunkel-Schetter, 1980), and levels of disclosure from one partner to another in da-
ting couples predicts liking (Sprecher, 1987).

Variations in the breadth and depth of self-disclosure are a form of regulation
(Derlega & Chaikin, 1977) that serves on the one hand to maintain privacy and on
the other hand to determine the type of relationship kept with others; by control-
ling disclosure, individuals manage the degree of intimacy in a relationship. To
give an example, in a public space we cannot help but reveal some peripheral in-



formation, such as our clothes, gender, and approximate age. We keep other mem-
bers of the public in a non-intimate relationship with ourselves by concealing
deeper aspects of our lives. During the process of regulation, people (or individu-
als) allow themselves to be open and accessible to varying degrees. In order to
manage this openness, they engage in a process of boundary regulation. Altman
(1975) likens boundaries of interpersonal relationships to a selectively permeable
cell membrane where the flow of inputs and outputs can be adjusted to reach a de-
sired level of privacy. An important aspect of this theory is that privacy is non-
monotonic and is determined as a dialectic process involving a desire for and
against various interaction types. The dialectic process suggests that the achieve-
ment of privacy requires a balance of opposing forces. For example, the desire to
reveal information opposes the desire to conceal information. Depending on the
circumstances at a particular moment, one may choose a position on such a con-
tinuum that aids the achievement of the desired level of privacy (Altman, 1975).
In the context of relationships, desired levels of privacy are partly driven by an in-
dividual’s need to maintain certainty about another individual or group. Certainty
allows them to develop informed judgments about others’ personality orientation
in order to predict their attitudes or behaviors in a variety of situations (Berger &
Bradac, 1982; Berger & Calabrese, 1975). To achieve certainty requires reciprocal
information disclosure between those involved while managing the boundaries of
communication (Berger, 1993; Berger & Bradac, 1982).

The dialectic management of disclosure and privacy is subject to norms as in-
dividuals interact in line with the social situation they are in (Berger & Bradac,
1982). At a cocktail party, it is the social norm to interact with unknown others
and begin the conversation with reciprocal peripheral information sharing, slowly
moving conversation towards more central constructs (Altman & Taylor, 1973;
Berger & Bradac, 1982). However, an individual that shares too much information
in such an environment would be labeled a social deviant (Altman & Taylor,
1973) and suspicions would be raised as to their objectives (Berger & Bradac,
1982). For example, taking off one’s clothes in a public environment is not only a
social faux pas, but also illegal. However, change the environment to a doctor’s
surgery and this is in line with expected social norms (Berger & Bradac, 1982). It
is not just the environment that dictates social norms and expectancies of self-
disclosure, but also the nature of the relationship between the interaction partners.
In the above example of the doctor’s surgery, the doctor-patient relationship
alongside the environment of the doctor’s surgery dictates that we can take off our
clothes, and it is acceptable. If one were to get naked in the doctor’s surgery but in
front of the receptionist, it would again become a social taboo (Berger & Bradac,
1982).

From a relational perspective, the decision to disclose information to others is
subject to a series of explicit and implicit rule negotiations. Groups or individuals
with whom people share become co-owners and may feel entitled to disclose the
shared information further (Petronio, 2002). When discussing the state of a roman-
tic relationship with a close friend, it can be explicitly stated, “don’t tell anyone,”



or it can be expected that the friend knows this implicitly (Petronio, 2002). There-
fore, alongside privacy norms that are shaped by individual characteristics (e.g.,
gender, culture), norms are communicated when individuals enter pre-existing
boundaries (e.g., the family) or are negotiated when new boundaries are formed
(Petronio, 2002).

4.4. Boundaries, SNSs, and “Digital Crowding”

We contend that a privacy threat of SNSs that has been underrepresented in lit-
erature comes from excessive self-disclosure, socialization, and social contact—
what we term “digital crowding.” As discussed above, the regulation of bounda-
ries and management of disclosure are central to maintaining interpersonal dis-
tance between people, and thus establishing different types of relationships. Just as
excessive physical contact can lead to a sense of crowding, we hypothesize that
excessive digital social contact via SNSs may lead to “digital crowding.”

We focus on two ways in which digital crowding—through excessive contact
or sharing—can be detrimental to privacy and the quality of relationships. The
first is the dangers inherent in radical transparency or unregulated openness. The
second is through overlapping social spheres and users’ inability to maintain dy-
namic boundaries.

4.4.1. Digital Crowding and Radical Transparency

As discussed above, much social media involves disclosure in some form—
whether location, identity, pictures, contact information, or more intimate aspects
of one’s life. Indeed, many of the services currently popular simply do not work
without disclosure—or the design of the site is such to encourage sharing and
openness.

While there is ample evidence that self-disclosure is generally positive in rela-
tionships, this is not universally true. Non-disclosure, secrecy, and deceit are also
key components of successful relationships (Afifi, Caughlin, & Afifi, 2007,
Burgoon & Hale, 1988; Petronio, 1991), and over-disclosure can be as detrimental
to relationship development as unwillingness to disclose (Altman & Taylor, 1973;
Berger & Bradac, 1982). While studies of the mere exposure effect (Zajonc, 1968)
consistently show that familiarity and repeated exposure to objects is associated
with increased liking, there is also evidence that over-exposure leads to reduced
liking (Erdelyi, 1940; Smith & Dorfman, 1975). Norton, Frost, and Ariely (2007)
found that although people expected that increased knowledge of possible roman-
tic partners would be associated with increased liking, this was rarely the case, and
more often than not it was associated with reduced liking. In a similar vein, Staf-
ford and Reske (1990) found that students in geographically distant relationships
reported being more in love than those who lived in the same town. Before the
radical transparency that SNSs imposed, Walther (1996) argued that it is the abil-



ity while online to manage the flow of information, and to self-present selectively,
that leads to “hyperpersonal interaction.” Similarly, Petronio (1991) notes that,
“There are good reasons to balance openness with secrecy in a relationship,” and
Afifi et al. (2007) argue that, “withholding information is sometimes benign or
even useful” (Afifi, et al., 2007, p. 78).

However, in the era of radical transparency there is little scope for secrecy.
With its emphasis on sharing, lack of sharing not only leads to a reduced user ex-
perience on many web 2.0 sites, but could also be seen as anti-normative (or at
least, contrary to the principles and terms and conditions of Facebook). As noted
by other privacy researchers (e.g., Acquisti & Gross, 2009; DeCew, 1997), sharing
does not need to be intimate to impinge on privacy —indeed, with the opportunity
to collect information about others across time and locations, and to aggregate and
process that data, the multitude of banalities usually seen on social media services
may be more telling than the single intimate outpouring. With the advent of social
media and particularly SNSs, alongside “radical transparency,” it is inevitable that
we will end up knowing more about people, and also more likely that we end up
disliking them because of it.

4.4.2. Digital Crowding and Overlapping Social Spheres

Self-disclosure is used in different ways in different types of relationships (e.g.,
between same-sex friends, romantic partners, colleagues). Typically when the
most popular SNSs were launched their content was targeted at specific markets.
Myspace was aimed at teenagers and music lovers, LinkedIN at professionals in
high-tech industries, and Facebook at university students. However, the growth in
the popularity of these sites, alongside a loosening of entry rules, has brought a
widening of user demographics. To give an example, Facebook began by confin-
ing entry to people with a Harvard e-mail address, followed by a slow roll out
across US campuses using the same “.edu” criteria. When opened up globally, it
again began with a focus on university campuses, to be followed in 2006 by being
open to all potential users. In recent years Facebook has become popular not only
with older generations, but also with social groups very different to those associ-
ated with the site in the early days (Gonzalez, 2010). Furthermore, it should be
noted that not just users, but also uses themselves may change over time as usage
of any complex software is expected, to some extent, to be socially shaped
(Dutton, Cheong, & Park, 2004; MacKenzie & Wacjman, 1985; Selwyn, Gorard,
& Furlong, 2005). Widening demographics, especially age, has a crucial role
within the nature of shared information across boundaries, as users start to be-
friend parents, grandparents, employers, religious elders, and teachers. As a con-
sequence, a user’s profile may be scrutinized by a number of critical members
from different social spheres simultaneously.

Skeels and Grudin (2009) define this group co-presence as “a situation in
which many groups important to an individual are simultaneously present in one
context and their presence is salient for the individual.” People generally make de-



cisions on what information they share based on which distinct persons or groups
are the intended audience (Davis et al., 2005; Jones & O'Neill, 2010; Lederer,
Hong, Dey, & Landay, 2004). Privacy issues occur when content meant for one
social sphere becomes visible to another. This simultaneity of surveillance can
present a challenge for users who endeavor to control information flows (Hewitt &
Forte, 2006). The chance that harm may arise out of negative broadcasts increases,
particularly when we consider that information online is “persistent” and subject
to record permanence (Binder, et al., 2009; Sparck Jones, 2003).

While Facebook provides mechanisms for controlling access to information
from different spheres, in the form of “friends lists,” lack of use or over complex-
ity make it likely that they are not effective in separating groups. Binder et al.
(2009) refer to this as the “problem of conflicting social spheres,” which they ar-
gue leads to an increase in “tension” either between the maintainer of the network
and one of their connections, or directly between connections (Boyd & Ellison,
2008).

Binder et al. (2009) argue that this increased diversity leads to tension, particu-
larly when the ties involve kinship. They propose that such tension could arise out
of disparities between the norms of different social spheres (Binder, et al., 2009).
Similarly, DiMicco & Millen (2007), in a study of IBM employees, found that
managing profiles with regards to visibility to work-related friends could cause
problems. What is fundamental to both these pieces of research is that different
social spheres hold different norms, values, and expectations. The issues of con-
flicting social spheres require rule negotiation and boundary maintenance, other-
wise the boundaries become turbulent (Petronio, 2002). Failure to manage bound-
aries successfully may encourage individuals to become enclosed in their own
“self” boundary, severely restricting information throughput (Altman, 1975), and
thus the content disclosed to SNSs.

From the perspective of privacy and communication, these overlapping social
spheres cause a number of problems. Firstly, we argue that it becomes difficult for
a person to manage their boundaries —either through negotiation or acceptance of
norms of behavior. Because we may be sharing with multiple audiences, each with
its own understanding of what is and is not appropriate, the time and effort to ne-
gotiate sharing becomes prohibitive. Secondly, we argue that the role of trust is
subverted since while we may have trusted “friends” with whom we have implicit
or explicit rules about disclosure, we may also have “friends” who are considera-
bly less close, and with whom there are either no set expectations and rules, or the
rules are loosely defined and based on social norms of behavior. The offline
equivalent is Altman’s (1975) notion of crowding, where a failure of two privacy
mechanisms—control over territory and personal space—leads to too much social
contact. In instances of overbearing social contact, the individual (or group) will
try to close the boundary around the self to prevent information disclosure, or oth-
ers gaining access to them, to regain control. Consequently, this individual be-
comes isolated, creating dissonance between their desired level of privacy and
their experienced level of privacy.



Overcrowding offline has been studied in terms of personal space, considered
to be less than 50 cm between two or more individuals. This distance, like privacy,
is non-monotonic. It can differ depending on environment, gender, age group,
role, activity, social class, region, desire to be intimate or personal with another,
and culture (Aiello & Jones, 1971; Beaulieu, 2004; Evans & Howard; Freedman,
1975). For many SNS users, the online equivalent to personal space is equidistant
across audiences and environments. As well as loss of control and the aforemen-
tioned issues of information flow on SNSs, individual differences of appropriate
disclosure and intimacy demonstrate an array of possible reasons that personal
space can be violated, resulting in “digital crowding.”

In online instances we suggest that any unwanted information disclosure or
“cross-talk” between multiple audiences that results in the release of information
from core layers of the self-construct, is akin to others physically encroaching on
one’s intimate or personal space. Both core constructs and personal space relate to
intimacy, and a deep level of information, requiring trust for its disclosure or con-
tact. A variation of individual and cultural preferences affects both concepts, and
both result in the individual using behavior as a mechanism to regain control. In
physical crowding of personal space one might step back from the intruder. In the
release of core information, one might close the self-boundary and become iso-
lated. Therefore, difficulties can emerge online when social spheres overlap, when
information is leaked to those considered “peripheral” when it is intended for
close friends. There may be an emotional reaction, a feeling of privacy violation,
and a behavioral mechanism to overcome it.

Digital crowding can also occur from the bombardment of peripheral informa-
tion disclosure by another: the increased intensity of revelation of the shallower
aspects of daily life by other users. An offline example would be a friend that tele-
phones you several times a day with mundane or trivial personal concerns that
could be solved easily without consultation, or a child consistently pestering its
parents for sweets on a shopping trip. To give an online example, this translates to
the continual posting of mundane, useless information via status updates that can
result in frustration and annoyance of its readers, ultimately ending in the de-
friending of individuals.

We hypothesize that the failure of online privacy mechanisms and site designs
that allow crowding to occur, such as those on SNSs, will effectively result in the
same outcome—stress and eventual withdrawal. Paradoxically for SNSs, the suc-
cess of a site makes it more likely that crowding will occur, meaning that the seeds
of failure are sown only in success.

For users, there are a number of possible ways that digital crowding can be re-
duced. One option is to rely on existing privacy mechanisms to reduce crowd-
ing—that is, to engage with the myriad of privacy settings in order to differentiate
social spheres, and to re-establish manageable boundaries. This approach will re-
quire perseverance to change the settings in parallel with changes to the dynamic
social communication boundaries. An alternative approach is one increasingly
seen on sites like Twitter—establishing multiple accounts (e.g., one for work, one
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for family and friends). Multiple sites could also fulfill this option—for instance,
LinkedIn for work, Facebook for social interaction. Users might also establish
their desired state of privacy behaviorally —for instance, by limiting the depth of
the information about the self that is communicated to others. This solution sug-
gests that the information communicated by users will become increasingly banal
as they gain more contacts in different social spheres, assuming that they do not
manage their privacy via the site settings.

Failure to adopt multiple accounts, multiple sites, or the privacy settings of-
fered on social media may result in a withdrawal or inhibited posting of content.
SNSs encourage continual content provision by their users—otherwise the site
lacks any real motivation for visiting (Burke, et al., 2009). The danger for sites is
that digital crowding encourages withdrawal—and hence less engagement with
the site. An alternative method of controlling digital crowding is to severely limit
who is added to the “friends” list on a user’s account. For example, users con-
scious of these data control issues may only have a small social network of strong
ties, but even in these cases, the privacy settings of these strong ties may render
the network penetrable.

4.5. Conclusion

People are able to maintain their interpersonal boundaries by managing
the amount and depth of information they disclose to others. New technology, in
particular social media, makes this more difficult—the sites often rely on disclo-
sure for functionality, personal information can be aggregated across time, and the
complexity of privacy settings often makes it difficult for users to differentiate
multiple audiences. Together, these effects might equate to a form of digital
crowding, where excessive social contact prompts users to search for coping
mechanisms or to withdraw. The danger, otherwise, is a reduction in liking be-
tween contacts and increased tension between an individual and members of dif-
ferent social spheres.
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